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Abstract—In this work, we identify RFID tags based on their
inherent signal features, which can be another level of security on
top of the traditional way of demonstrating knowledge of a secret
key. Identification is the process of discovering the true identity of
an entity from the entire collection of similar entities and requires
one-to-many matching. Passive UHF RFID tags are identified by
their signal features. The backscattered signal is recorded and
a set of features based on timing and/or power are extracted
to create a fingerprint. A fingerprint consisting of timing and
power features was less accurate than either a timing-only or
power-only fingerprint. The fingerprint consisting of timing-only
features was more accurate than the fingerprint consisting of
power-only features. We propose to use a fingerprint consisting
of timing-only features as another layer of security because the
accuracy is better and the features are easier to measure.

I. INTRODUCTION

Radio frequency identification (RFID) is currently used in
applications such as inventory control, permitting entry into
buildings and rooms, tracking assets, and contactless payment
systems. There are several reasons for the increase in usage
of RFID technology. First, passive RFID tags have low cost
[1], [2]. Second, reading and communicating with an RFID
tag does not require line-of-sight. In addition, RFID tags can
be reprogrammed, which means that they can be reused once
their original purpose is no longer valid. The fact that RFID
tags can be reprogrammed means that all the data on the tag
can be manipulated.

An RFID system has two major components: one or more
readers (or interrogators) and tags. The purpose of the reader
is to send commands to the tag over a wireless channel.
Upon receiving the reader’s commands, the tag decodes the
transmission and responds with the appropriate data. RFID
tags can be classified as passive, semi-passive, and active.
RFID tags operate in different frequency bands such as low-
frequency (LF), high-frequency (HF), and ultra-high frequency
(UHF), depending upon the application. In this work, we focus
on passive UHF RFID tags since they are the ones that are
widely used by the industry. The protocol that is used to
control the communication between the tags and the readers
is known as EPC Class-1 Generation-2 (C1G2) or ISO/IEC
18000-6C [3].

Identification is the process of discovering the true identity
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Fig. 1: RFID tag sample transmission.

of an item from the entire collection of similar items and
requires one-to-many matching. In other words, the features
of a tag are compared with previously enrolled tag features
to determine the closest match. We refer to the vector of
features as a fingerprint. In order to identify a tag, it must
be enrolled in the system before using it in the real world.
Authentication is the process of confirming or denying that
a claimed identity is correct by comparing the credentials
(something you know, something you have, something you
are) of the user/object with those previously proven, stored,
and associated with the identity being claimed. Today, tags
are authenticated by their Electronic Product Code (EPC),
serialized transponder ID (TID) numbers [4], adding physical
unclonable functions [5], [6], or by verifying stored secrets
on the tag [7]. To provide a more secure way to authenticate
and identify RFID tags, researchers propose to identify tags
based on what they “are”, not based on what they “have” [8],
[9], [10]. In this work, we focus on identification based on the
features of an RFID tag’s signal. A sample of the tag’s signal
is shown in Fig. 1.

In order to identify tags based on what they ‘“are” rather
than on what they “have”, a set of features needs to be
extracted from the tag. This set is stored in a vector that
we call a fingerprint. In this paper, we compare power-and-
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timing, power-only, and timing-only fingerprints of UHF RFID
tag signals. The contributions of this paper are to provide a
study of the effectiveness of power and timing signal features
on identification. Mainly, we are manipulating the type-A
reference interval (Tari), which is a timing feature, that defines
the duration of the zero symbol [11] and study its effect on
the signal features.

The Tari is used as the reference time interval for the
commands sent from the reader to the tag [3]. Fig. 2 shows
how data-0 and data-1 will be encoded using a Tari. It shows
that data-O0 duration is equivalent to one Tari while data-1
duration can range between 1.5 and 2.0 Taris.

This paper is organized as follows. The next section pro-
vides an overview of the current related work in the area
of identification. Section III provides the details of the ex-
periments that are performed. The results of the experiments
are provided in Section IV and finally the conclusions are
discussed in Section V.

II. RELATED WORK

The idea of identifying an object based on their physical
features is not a new idea. Automatic human identification
systems identify by features. First, humans were identified
based on a numeric combination (key) they memorized. In
order to have a more secure way to identify people, many
systems that use human physical characteristics have been
introduced [12], [13], [14], [15].

In this section, we discuss previous work on identifying
RFID tags based on their signal features. Extracting timing
and power features from the tag’s transmitted signals and using
them to identify the tag itself or the tag’s manufacturer is
proposed in [8], [9], and [10]. In [8], the authors fingerprint
UHF RFID tags based on their minimum power response of
the tags measured at multiple frequencies. To measure the
minimum power response they use a bottom-up algorithm that
sends signals to the tag. The power is slowly increased from
a low value until the tag responds. When the tag response is
detected, the power of the signal at that instant is recorded and
is considered as the minimum power response. Frequencies
that range from 860 MHz to 960 MHz are tested on 100
passive RFID tags. They show that both the frequency and the
particular tag significantly affect the minimum power response.
The authors use the k-Nearest Neighbor (k-NN) classifier
based on the minimum power response. They are able to
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classify the tags with an average true positive rate (TPR) of
90.5% for two manufacturers.

Additional work on fingerprinting HF RFID tags is pre-
sented in [9]. The authors extract the modulation shape and
spectral features of the signals emitted by RFID smart cards
and RFID enabled passports subjected to well-formed reader
commands and out-of-specification commands. The techniques
are tested on a set of 50 RFID smart cards of the same manu-
facturer and model, and an undisclosed number of passports.
All the experiments are performed in a controlled environment
in which the reader and the tag are physically close. The
classification experiments conducted on the passports show
that modulation shaped features, burst features, and sweep
spectral features have 0% error rate. On the other hand, using
burst spectral features result in a 5.37% error rate which can be
reduced to 4.69% using sweep spectral features. The features
in [9] are measured in the HF frequency band and in the
near field unlike our measurements that are from the UHF
frequency band and in the far field. These techniques will
not perform well over larger distances because HF tags use
near-field communication. In addition, the measurements in
[9] appear to be computationally intensive.

In [10], UHF RFID tag identification is discussed. A pop-
ulation of 70 passive UHF RFID tags from three different
manufacturers are tested. The tag’s location, orientation, and
transmitted power are varied to build 10 experimental configu-
rations. The extracted features are built by collecting the tag’s
RN16 preamble and each tag is queried 100 times in a noisy
environment. Time-domain features that include time interval
error (TIE) and average baseband power are collected. The
results of the classification experiments show that TIE has an
accuracy of 71.4% while the average baseband power has an
accuracy of 43.2%. The experiments also show that combining
them results in a 98.7% accuracy. In addition, it shows that the
timing results are stable but the power results are not stable
across different configurations. Finally, the spectral feature
method from [9] is applied to UHF tags in [10] resulting in
an accuracy of 99.6% but the results are not stable at varying
distances.

Fingerprinting RFID tags by adding a random scattering
structure to the tag is proposed in [6]. The additional structure
renders a signal response that is unique and hard to replicate.
The authors measure the near-field response of the added
structure when creating the fingerprint. The reader and tag
have to be very close, between Ilmm and 8mm. A mis-
alignment noise in the readings exists because of mounting
issues. In order to verify that the fingerprint acquired works,
a binary classification problem is assumed. Kernel Density
Estimation is used to determine the underlying distribution
of the fingerprints. The results of the classification show that
the probability to confuse a fake tag with a real one is less
than 1072 if the same copper-based structure is used and
that probability will be reduced to 1073% considering all
fingerprints. The disadvantage of this work is that the distance
between the reader antenna and tag have to be very close when
measuring the signal unlike in our work.
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Modifying the hardware of a tag in order to create a unique
signal is suggested in [16]. The authors propose adding an
analog circuit that performs some predefined mathematical
operation on an analog signal. Their proposed system has
the reader sending an analog signal simultaneously with the
sent command but on a different carrier frequency. The tag
accepts the signal and passes it to the special purpose analog
circuit to perform the mathematical operation and returns the
result to the reader. The reader then communicates with an
authentication server to verify the results sent back by the
tag. The ideas presented in the paper are interesting but no
prototypes, simulations, or accuracy predictions are shown.

In order to put the work that we did in perspective, a
comparison with the related work is provided in Table 1.

III. EXPERIMENT SETUP

We use a programmable reader that was built by [17] to
measure RFID tag signal features. All the experiments are
conducted in a noisy environment, where thermal noise, cell-
phone noise, WiFi, and RF noise are present. During all the
experiments, the distance between the tag and the reader’s
antenna is fixed for at 20 cm. For privacy purposes, the identity
of the tag’s manufacturer will not be presented. Instead we
will refer to tag’s manufacturer as A, B, or C. After each
experiment run, the tag is assumed to have lost all of its stored
energy, so that the next run will start with the tags having
zero stored energy. The test system is shown in Fig. 3. This
programmable test system can send valid or invalid commands,
capture the tag responses, and provide signal features such as
timing and power as shown in Fig. 1.

The tags are read in the far field range. We test 12 different
tags from three manufacturers (4 tags per manufacturer). Each
of the tested tags is queried using 3 different Tari values,
6.25us, 12.5us, and 25us. For a fixed Tari duration, each tag
is measured 5 times. In other words, each tag is measured 15
times, which makes the total number of measurements equal
to 180.
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Each of the tags is represented by a vector of features. These
features can be categorized into three different groups:

o Timing features - These features correspond to the time
it takes the tag to perform a certain task. There are two
features in this group. First, the time it takes the tag
to transmit its PC+EPC+CRC. Second, the time the tag
needs to recharge after sending its PC+EPC+CRC data,
which is known as T1. These features are measured in
microseconds (us);

Power features - These features correspond to the
different power readings that are associated with the
PC+EPC+CRC transmission. There are three features
that belong to this group. First, the received power
of PC+EPC+CRC that is transmitted by the tag
(PC4+EPC+CRC Power). Second, the power received by
the reader from the tag in an RF channel while the tag
is transmitting the PC+EPC+CRC (power in channel).
Finally, the power received by the reader from the tag
in the channel below the measured RF channel while the
tag is transmitting the PC+EPC+CRC (power in lower).
All of the previous features are measured in dBm; and
Voltage features - These features are extracted from the
PC+EPC+CRC voltage-time waveform, which is shown
in Fig. 1. There are two features in this group. The
minimum voltage received by the reader from the tag and
the variance of the voltage received by the reader from
the tag. Both of the previous two features are measured
in volts.

By looking at the previous list we can say that there is a
total of seven features. Namely, these features are:

1) PC+EPC+CRC transmission time;

2) PC+EPC+CRC power;

3) Turn-around time (T1);

4) Power in channel;

5) Power in lower;

6) Voltage minimum in the transmitted PC+EPC+CRC; and
7) Voltage variance in the transmitted PC+EPC+CRC.

Two main experiments are conducted on the tag’s captured
signal features.

1) The variance in the collected data for each of the features
is calculated. The variance is a measure of how far a
group population is spread out. The variance is defined
using Eqn. 1.

1
o’ = NZ(%—M)Q (1)
i=1

where p is the group mean, N is the number of samples
in the group, and x; is the " sample. The purpose
behind calculating the variance among tags that belong
to the same manufacturer is to select features that have
low variance. Out of each of the feature groups that are
mentioned before, the feature with the least variance will
be selected. The resultant feature vector will be used for
classification purposes; and



TABLE I: Comparison with Related Work

[[ Freq. | Environment | # Tags [ Performance |
Tag Identification using timing features: Accuracy=97.22%, TPR=83.33%
Tag Identification using power features: Accuracy=94.44%, TPR=67.67%
Proposed UHF uncontrolled 12 Tag Identification using timing and power features: Accuracy=86.11%, TPR=16.67%
Tag Identification Manufacturer 1 using power features: TPR=94.40%
Periaswamy et al. 2010 [8] UHF controlled 100 Tag Identification Manufacturer 2 using power features: TPR=90.70%
Both Manufacturers: TPR=90.50%
Tag Identification using timing features: Accuracy=71.40%
. Tag Identification using power features: Accuracy=43.20%
Zanetti et al. 2010 [10] UHF uzgggzﬁgsd 70 Tag Identification using power and timing features: Accuracy=98.70%
Tag Identification using spectral features: Accuracy=99.60%
. . Same CoA Error Probability: 10~200
Lakafosis et al. 2011 [6] ( rlr-llrlr:l) controlled 1 (multiple CoA) All CoA’s Error Probability: 10300
Tag Identification using burst spectral features: TPR=92.67%
Danev et al. 2009 [9] HF controlled 30 Tag Identification using sweep spectral features: TPR=94.25%

2) Manufacturer and individual tag identification using tim-
ing, power, and voltage features. To identify a tag we use
the classification technique k Nearest Neighbors (k-NN).
k-NN is a technique that compares the test sample with a
collection of previously known samples. k-NN calculates
the distance between the test sample and the previously
collected samples (training samples). Euclidean distance,
hamming distance, and grey distance are some of the
techniques that can be used to calculate distances. k-
NN usually produces good results because it uses the
training samples for comparisons instead of building a
model. However, k-NN will take a long time to perform
identification if the number of training samples is large.
In addition, the memory requirement grows large when
a large number of training samples is present.

Two metrics are used to quantify the performance of
the k-NN classifier algorithm. The first metric is the
True-Positive-Rate (TPR). TPR is a measure of how
many positive predictions we have out of all positive
samples as shown in Eqn. 2. Another metric is the
classifier accuracy. The accuracy is a measure of the
percentage of correct predictions out of all test samples.
To calculate the accuracy we use Eqn. 3. All of the
classification experiments are conducted using PRTools
MatLab toolbox [18]. For more information regarding
classification and pattern recognition, please refer to

[19].
TP
TPR= 75 FN @
B TP+ TN )
ey = T p Y FP+ TN + FN

As Eqn. 2 and Eqn. 3 show, there are four main counts
needed for the calculations:

o True Positive TP: A count that describes the number
of positive test samples that were correctly classified as
positive;

o False Positive FP: A count that describes the number
of negative test samples that were wrongly classified as
positive;

43

o True Negative TN: A count that describes the number
of negative test samples that were correctly classified as
negative; and

o False Negative FN: A count that describes the number
of positive test samples that were wrongly classified as
negative.

IV. RESULTS

As stated in Section III, we perform two sets of experiments.
First, we calculate the variance of signal features to determine
good features. Then, we perform identification by applying the
k-NN classification algorithm.

A. Variance

Since we are testing three manufacturers, we present the
results of the variance in three different tables, Table II,
Table III, and Table IV. Each of the tables presents the
variance results of one manufacturer. The features in each of
the tables are numbered based on the feature list in Section III.
Before calculating the variance among the different tags, we
normalized all the data we have so that it is easier to compare
the variance. To normalize the data we use Eqn. 4

normalized = w @)
max — min
where z; is the data sample, min and max are the minimum
and maximum values among a data group, respectively.
By looking at the data in Table II, Table III, and Table IV
we notice the following:

1) Within the timing features group, T1’s duration has
less variance across different Tari’s than PC+EPC+CRC
transmission time;

2) Within the power feature group, the “Power in Channel”
feature is the one with the lowest variance;

3) Within the voltage features group, both features have
almost the same variance. We will choose to use the
“voltage standard deviation” feature; and

4) Features within the voltage group have the highest
variance among all groups.



TABLE II: Normalized variance in the features of the tags from manufacturer A.

Tari’s Duration f1 f2 f4 f5 f6 f7
6.25us 0.1790 | 0.1461 | 0.1703 | 0.1373 | 0.1543 | 0.1578 | 0.1757
12.5us 0.1684 | 0.1428 | 0.1396 | 0.1382 | 0.2211 | 0.1776 | 0.1892
25.0us 0.2390 | 0.1438 | 0.1493 | 0.1640 | 0.2632 | 0.1752 | 0.1773

TABLE III: Normalized variance in the features of the tags from manufacturer B.

Tari’s Duration f1 f2 f4 f5 f6 f7
6.25us 0.1757 | 0.1389 | 0.1492 | 0.1432 | 0.1583 | 0.1561 | 0.1536
12.5us 0.2526 | 0.1681 | 0.1721 | 0.1585 | 0.1684 | 0.1354 | 0.1698
25.0us 0.1465 | 0.1588 | 0.1761 | 0.1593 | 0.2211 | 0.1765 | 0.1678

TABLE IV: Normalized variance in the features of the tags from manufacturer C.

Tari’s Duration f1 f2 f4 f5 f6 f7
6.25us 0.1458 | 0.1837 | 0.1745 | 0.1444 | 0.1381 0.2118 | 0.1767
12.5us 0.2605 | 0.1613 | 0.1393 | 0.1397 | 0.0947 | 0.1844 | 0.2128
25.0us 0.1363 | 0.1396 | 0.1696 | 0.1567 | 0.1967 | 0.1887 | 0.1843

TABLE V: Manufacturer identification confusion matrix
when all features are used.

Predicted Manufacturer
Actual Manufacturer A B C
A 2 0 2
B 1 2 1
C 0 1 3

TABLE VI: Tag identification results using all features.

TPR Accuracy
Manufacturer A 75.00% 50.00%
Manufacturer B 87.50% 75.00%
Manufacturer C 75.00% 50.00%
All Manufacturers 16.67% 86.11%

B. Classification

We use 1-NN to identify the manufacturer of the tag
(manufacturer identification) and the individual tag (tag iden-
tification). The experiments use 80% of the available data to
train the classifier and the remaining 20% of the data for
testing purposes. Accuracy, TPR, and the confusion matrix
are used to measure the performance of the 1-NN classifier.

1) All features with multiple Tari durations: The purpose
of this experiment is to determine the accuracy of both man-
ufacturer and tag identification when using all seven features
at three different Tari durations. In other words, the signal of
every tag is represented by 21 features, seven features at three
different Tari durations. The confusion matrix for manufacturer
identification is shown in Table V. The accuracy is calculated
to be 72.22% using Eqn. 3, while the TPR is calculated to
be 58.33% using Eqn. 2. Table VI shows the results of the
tag identification problem. The first three rows include the
results when identifying tags from a population of tags that
are the same model and manufacturer. The final row includes
the identification results when the tags used for training and
testing are from all three manufacturers. For tag identification
from a population of all three manufacturers, we can identify
tags with an accuracy of 86.11% and a TPR of 16.67%.
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TABLE VII: Manufacturer identification confusion matrix
when only timing features are used.

Predicted Manufacturer
Actual Manufacturer A B C
A 4 0 0
B 0 4 0
C 0o 0 4

TABLE VIII: Tag identification results using timing features.

TPR Accuracy
Manufacturer A 75.00% 87.50%
Manufacturer B 100.00% 100.00%
Manufacturer C 100.00% 100.00%
All Manufacturers 83.33% 97.22%

2) Timing with multiple Tari durations: In this experiment,
only timing features are used. The timing features include the
time it takes the tag to transmit its PC+EPC+CRC data and
the turn-around time (T1) for three different Tari durations.
In other words, the signal of every tag is represented by 6
features. The confusion matrix for manufacturer identification
is shown in Table VII. The accuracy and TPR are both
100%. Table VIII shows the results of the tag identification
problem. For tag identification from a population of all three
manufacturers, we can identify tags with an accuracy of
97.22% and a TPR of 83.33%.

3) Power with multiple Tari duractions: Next, we classify
the tags using only power features. In this experiment, the
PC+EPC+CRC power, power in lower, and power received
are used as features at three different Tari durations. In other
words, the signal of every tag is represented by 9 features. The
confusion matrix for manufacturer identification is shown in
Table IX from which the accuracy is calculated to be 94.44%
and the TPR is calculated to be 91.67%. Table X shows the
results of the tag identification problem. For tag identification
from a population of all three manufacturers, we can identify
tags with an accuracy of 94.44% and TPR of 67.67%.

4) Voltage with multiple Tari durations: In this experiment,
the voltage features that are extracted from the voltage-time



TABLE IX: Manufacturer identification confusion matrix
when only power features are used.

Predicted Manufacturer

Actual Manufacturer A B C
A 4 0 0
B 0o 3 1
C 0 0 4

TABLE X: Tag identification results using power features.

TPR Accuracy
Manufacturer A 75.00% 87.50%
Manufacturer B 100.00% 100.00%
Manufacturer C 75.00% 87.50%
All Manufacturers 66.67% 94.44%

TABLE XI: Manufacturer identification confusion matrix
when only voltage features are used.

Predicted Manufacturer
Actual Manufacturer A B C
A 2 1 1
B 0o 2 2
C 30 1

TABLE XII: Tag identification results using voltage features.

TPR Accuracy
Manufacturer A 50.00% 75.00%
Manufacturer B 25.00% 62.50%
Manufacturer C 50.00% 75.00%
All Manufacturers 08.33% 84.72%

waveform are used. The minimum voltage recorded for the
PC+EPC+CRC is used along with the standard deviation of
recorded voltage-time waveform at three different Tari dura-
tions. In other words, the signal of every tag is represented by 6
features. The confusion matrix for manufacturer identification
is shown in Table XI. The accuracy is 61.11% and the TPR is
41.67%. Table XII shows the results of the tag identification
problem. For tag identification from a population of all three
manufacturers, we can identify tags with an accuracy of
84.72% and TPR of 8.33%, which is a significant decrease
compared to using power and timing features.

5) Features with low variance: From the results that are
obtained from the variance calculations in Section IV-A, three
features are designated to have the lowest variance among
their groups: Turn-around time (T1), power in channel, and
voltage standard deviation. In this experiment, we use these
features for manufacturer identification purposes. As before,
we are using 80% of the data for training and the remaining
20% of the data for testing. The confusion matrix that resulted
from using 1-NN is provided in Table XIII. The accuracy is
calculated to be 72.22% while the TPR is equal to 58.33%.
Table XIV shows the results of the tag identification problem.
For tag identification from a population of all three manufac-
turers, we can identify tags with an accuracy of 87.50% and
TPR of 25.00%.

6) Manufacturer Identification ROC Results: In order to
further support the results that were obtained in the previous
tests, receiver operating characteristics (ROC) curves are used

TABLE XIII: Manufacturer identification confusion matrix
when only features with low variance are used.

Predicted Manufacturer
Actual Manufacturer A B C
A 2 0 2
B 0 1 3
C 0 0 4

TABLE XIV: Tag identification results using features with
low variance.

TPR Accuracy
Manufacturer A 50.00% 75.00%
Manufacturer B 75.00% 87.50%
Manufacturer C 50.00% 75.00%
All Manufacturers 25.00% 87.50%

TABLE XV: Area under ROC curves (AUC) for manufac-
turer identification problem.

Features Used AUC
All Features 59.38%
Timing Features 100.00%
Power Features 100.00%
Voltage Features 53.13%
Features with low variance 84.38%

TABLE XVI: Manufacturer identification results summary.

Features Used AUC TPR Accuracy
All Features 59.38% 58.22% 72.22%
Timing Features 100.00% | 100.00% 100.00%
Power Features 100.00% 91.47% 94.44%
Voltage Features 53.13% 41.67% 61.11%
Features with low variance 84.38% 58.33% 72.22%

TABLE XVII: Individual tag identification results summary
when all tags are combined.

Features Used TPR Accuracy
All Features 16.67% 86.11%
Timing Features 83.33% 97.22%
Power Features 66.67% 94.44%
Voltage Features 8.33% 84.72%
Features with low variance 25.00% 87.50%

for manufacturer identification. ROC curves give the observer
the ability to determine how good a classifier is by calculating
the area under the curve (AUC). Curves with large AUC reflect
a good classifier performance. In other words, the larger the
AUC the better the performance of the classifier. From ROC
curves, we calculate the area under each of the curves and we
present the data in Table XV. The timing and power features
are best for manufacturer identification.

C. Results and Discussion

The experiments demonstrate that it is possible to identify
a tag’s manufacturer or an individual tag if the correct set of
features are used. In all the experiments, we use features at
different Tari durations. The results for manufacturer identifi-
cation are summarized in Table XVI. The results for individual
tag identification are summarized in Table XVII.

The results indicate that using either power or timing signal
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features can achieve a relatively high accuracy, with slightly
better results from using the timing features (higher accuracy).
The results also show that using voltage signal features are
not appropriate for identification. One might think that using
all features (timing, power, and voltage) would improve the
results because the set includes timing features, which has the
best performance. However, including more features does not
improve the performance but decreases it as seen in Table XVI
and Table XVII. The reason behind the poor performance
when using all features is contributed to a phenomenon called
“curse of dimensionality” [20], which states that increasing
the number of features does not necessarily result in better
classifier performance. We think the higher variance from the
power measurements decreases the accuracy. In addition, we
anticipate that the power features will not be as stable as the
timing features.

V. CONCLUSIONS AND FUTURE WORK

In this paper, identifying RFID tag signals based on power-
and-timing, power-only, and timing-only fingerprints are com-
pared. Timing, power, and voltage features were extracted
from the tags’ transmitted signals and used to identify an
individual tag and a tag’s manufacturer. The results show
that it is important to select the appropriate set of features
for classification purposes. Using timing features at different
Tari durations, yielded perfect manufacturer identification and
the highest accuracy for this sample set. Power features will
produce good results for both manufacturer and individual tag
identification, but with lower accuracy than timing features.
On the other hand, using voltage features extracted from the
voltage-time waveform will have less accuracy. Increasing
the number of features does not necessarily enhance the
performance of the classifier.

We were able to obtain an accuracy of 97.22% by using
timing features measured at different data rates, which is
greater than the accuracy of 94.44% when using power-only
features. Note, that this accuracy is greater than previous
far-field measurements of timing and approaches previously
published accuracies that use both timing and power features.
See Table I for details. Therefore, we proposed to use timing
features when fingerprinting RFID tags. Although the power-
only fingerprint was comparable to the timing-only fingerprint,
power-only features are more difficult to measure and we
anticipate that power features are less stable than the timing
features.

The experiments focus on identification, which is a one-to-
many matching process. However, we propose that it could
also augment or replace authentication systems in resource-
constrained devices such as RFID tags. When presented with
a tag, the EPC could be used to index the previously enrolled
fingerprint and verify that the enrolled features match the
measured features of the tag.

In the future, we intend to extend the work by increasing
the number of tags used for training and testing the classifier.
We do realize that the sample size is rather small. In addition,
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we will test which of the Tari durations will produce the best
identification performance.
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